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Secure, Seamless Mobility
SafeMove Mobile VPN addresses the Connectivity, Security and Cost issues associated 
with using and moving between fi xed and wireless networks. Built with the unique 
requirements of mobile computing in mind, SafeMove’s Zero-Click Connectivity 
enables a LAN-like user experience whilst keeping roaming costs under control and 
meeting international security standards. 

Authentication – Strong authentication is the key to estab-
lishing secure remote access. SafeMove supports the standard 
Internet Key Exchange (IKE) procedure for authentication and 
allows the use of software certifi cates as well as two-factor 
authentication using smart cards or USB dongles.

Connectivity.
SafeMove’s Mobile IP Client establishes and 
maintains network connections with the mini-
mum of effort so users enjoy a fully productive, 
LAN-like experience wherever their work takes 
them.

Zero-Click Connectivity – SafeMove removes all of the 
hassle and complexity of getting connected by enabling gen-
uine zero-click access to the best available network. Whether 
it’s Ethernet, WLAN, GPRS, Edge or 3G, users are connected 
instantly and automatically.

Seamless Roaming – Once connected, moving from one 
network to another is totally transparent and requires no user 
involvement whatsoever. SafeMove allows connectivity to be 
maintained and applications remain in use throughout.

Session Persistence – Even during longer gaps in network 
coverage, the VPN and other application sessions are main-
tained avoiding the frustration of frequent re-authentication 
and loss of data.

HotSpot Login Assistant – Access to WiFi HotSpots is 
made easy and secure with SafeMove’s unique HotSpot Login 
Assistant. Once the user has logged in to a HotSpot via a 
browser SafeMove makes the IPsec and Mobile IP connec-
tions automatically to deliver all of the benefi ts of a secure, 
seamless connection.

Intranet Detection – SafeMove’s Intranet Detection func-
tionality automatically disables tunnelling and encryption 
when it detects the user is connected using a trusted link (such 

Security.

as wired Ethernet in the corporate network). This functional-
ity enhances performance and allows zero touch switching 
between secure VPN and trusted corporate Ethernet.

SafeMove meets the industry’s highest informa-
tion security requirements so that remote access 
can be provided with confi dence yet without 
negatively impacting ease of use.

Zero-click connectivity• 

Seamless roaming• 

Session persistence • 

FIPS 140-2 encryption • 

Easy deployment• 

High availability/Load balancing• 
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IKE/IKEv2 
Authentication methods: Pre-shared secret, RSA 
signature, DSA signature, EAP MD5, XAuth 
Exchanges: Main, Quick

IPsec
Modes: Tunnel, Transport
Protocols: ESP
Hash algorithms: MD5, SHA1, SHA256, SHA384, SHA512 
Encryption algorithms: AES, Triple DES, Blowfish, CAST 
Special features: IP compression, Path MTU discovery, 
Dead Peer Detection (DPD), Perfect Forward Secrecy (PFS), 
Network Address Translation (NAT)

SAFEMOVE APPLIANCE SMR300 
Rack-mountable (1U) server. 
4GB RAM. 
Quad Core Xeon X3363, 2.83 GHz.  
36 months NBD warranty by default  
(can be extended to 4h prosupport).  
Can run all SafeMove server components  
(Mobile IP HA, VPN gateway, SafeMove Manager).

supported platforms
Client: Microsoft Windows XP, Microsoft Windows Vista, 
Microsoft Windows 7, Windows Mobile*, Nokia Smartphones*  
Server: SafeMove appliance SMR300, RedHat Enterprise 
Linux 5, CentOS5

WIRED, WIRELESS, CELLULAR AND SATELLITE NETWORKS
Support for virtually any IP network such as Ethernet, 
802.11 a/b/g/n, GSM data, GPRS, EDGE, UMTS,HSDPA, 
TETRA, APCO2/5, CDMA2000, Flash OFDM, INMARSAT  
and PSTN. 

CRYPTOGRAPHIC LIBRARY 
FIPS 140-2 certified**

NAT TRAVERSAL
NAT Traversal enables smooth mobility between networks 
behind a network address translation (NAT) gateway. This is 
needed when using virtually any access network including 
eg. mobile broadband, HotSpots and home ADSL.

SECURITY PROTOCOL FRAMEWORK 
IPsec/IKE/IKEv2

Manageability.

Compatibility – Known for its flexibility, SafeMove is 
based on open international standards such as IPsec, IKE 
and Mobile IP allowing seamless integration with existing 
internet-based applications and other technology invest-
ments. A wide range of client device platforms is also sup-
ported so that your entire workforce can take advantage of 
easy, secure connectivity.

Ease of Deployment – SafeMove integrates with a 
Microsoft infrastructure allowing SafeMove clients and 
their corresponding PKI certificates to be deployed through 
group policies.

Scalability and Load Balancing – SafeMove’s excep-
tional scalability makes it suitable for large, mission-critical 
deployments. Servers can be distributed geographically for 
more efficient network use whilst dynamic load-balancing 
maintains an even load across all available servers. Sup-
port for multiple Home Agents eliminates potential bot-
tlenecks and further enhances fault tolerance.

Cost control – Because SafeMove constantly monitors 
which networks are available for connection, use of more 
expensive bandwidth is kept to an absolute minimum or 
denied completely. This keeps communications and data 
roaming costs within acceptable limits and can result in 
significant savings.

SafeMove Appliance – For immediate, out-of-the-box 
deployment SafeMove is available as a pre-installed Server 
Appliance.

Reporting – The SafeMove management console pro-
vides a wealth of advanced reports and usage statistics as 
well as a real-time view of current server activity.

Encryption – All data communication is encrypted us-
ing a FIPS 140-2 certified cryptographic module that meets 
the latest international security standards for public and 
private sector organisations. 

Anti-Virus Quarantine – The AV Quarantine feature 
detects when your device’s anti-virus software is not up 
to date and sets the personal firewall to limit access to 
receive AV updates only. Once updated, access to the en-
terprise network is restored.

A standards-based approach combined with 
a flexible architecture and a comprehensive 
management console mean SafeMove is ready 
for the most challenging environments yet 
surprisingly easy to deploy and manage.

F-Secure Cryptographic Library Copyright © 2000-2008
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See release notes for a list of supported devices*
**


